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The Netgate® pfSense® Plus Firewall/VPN/Router for Amazon AWS is a stateful firewall and VPN appliance. It is
suitable for use as a VPN endpoint for mobile devices, laptops, and desktop computers to ensure that data sent over
unsecured wireless networks or untrusted wired networks is encrypted using industry standard encryption algorithms.
It can also be used to establish a connection between one or many sites with the internet or each other.

This AMI can be run in any region where EC2 offers service on various sizes of instances and can run on both x86-
64/amd64 and arm64/Graviton instances. pfSense Plus for AWS is available in the AWS Marketplace.
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CHAPTER
ONE

GETTING STARTED

1.1 Prerequisites and Requirements

Using a Netgate® appliance instance to protect VPC subnets requires the following:
 Setup can take 15 minutes to one hour, depending on the user’s familiarity with the tools.
* An AWS Account.
 Familiarity with AWS networking.
« AVPC.

* One internet-facing subnet, to which the Netgate appliance instance will have its primary/WAN interface con-
nected.

* One or more private subnets, to which the Netgate appliance instance will have its secondary/LAN interface (and
possibly additional optional interfaces) connected.

 Separate routing tables for the internet-facing subnet and the private subnet(s)
* Separate security groups for the internet-facing subnet and the private subnet(s).
* An elastic IP address or Public IP address for the WAN interface of the appliance.

For the purposes of this guide, the VPC will contain two subnets (public and private) as well as an Internet Gateway.
The end result should look like the following diagram:

If all of these are already in place with an existing VPC, feel free to skip ahead to Launching an Instance.

1.2 Choosing Instance Type and Sizing

There are a range of specifications to choose from and this page will help guide through those choices.

1.2.1 Available EC2 Instance Types

An instance type will depend on the expected network throughput as well as the types of services the Netgate® appliance
will provide.

For general firewall appliances that do not require high throughput, t3 amd64 AWS product instances are General
Purpose Burstable Performance Instances that provide a lower baseline level of CPU performance with the ability to
burst above the baseline to meet occasional increases in performance demands.
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Fig. 1: Architecture Diagram

Warning: A t3 instance will consume CPU credits while it exceeds the baseline CPU utilization value for its
instance size (e.g. 20% for t3.medium). Consult the AWS T3 instance product information to find the baseline for
each size. When CPU credits are exhausted, AWS limits the instance to its baseline CPU level even if CPU demand
is high. This can lead to degraded performance, network timeouts, throughput problems, and other errors. If this
happens on a regular basis, redeploy with a larger instance size or different type.

Businesses looking for higher VPN throughput while keeping costs manageable should consider arm64/Graviton in-
stances.

Tip: If the appliance will provide advanced services like web proxying, IDS/IPS, or Server Load Balancing, consider
an instance that provides more CPU and RAM, such as a large or xlarge subtype.

The available EC2 instance types are listed on the product pages for either the amd64 AWS product or the
arm64/Graviton AWS product.

Note: pfSense Plus software cannot run on “.nano” size instances as they lack sufficient RAM for certain key functions
to work, such as upgrades.
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1.2.2 Sizing the EBS Volume

The Netgate appliance is only compatible with EBS storage. For general purpose firewalls, storage requirements will
typically be small and the default 8GB general purpose SSD volume should be more than enough.

In situations where the appliance may provide web proxying or caching to users, or other advanced features, consider
increasing the volume size to something more appropriate, for example 64GB.

1.3 AWS Service Limits

New services provisioned in a VPC may be assigned IP addresses or other resources, but Amazon puts limits on VPC
resources per Region. Before provisioning a new resource, make sure to check these limits.

The following tables list the limits for Amazon VPC resources per Region. Unless indicated otherwise, requests can be
made to increase these limits using the Amazon VPC limits form. For some of these limits, the current limit applied
can be viewed using the Limits page of the Amazon EC2 console.

Note: If alimit increase is requested that applies per resource, AWS increases the limit for all resources in the Region.
For example, the limit for security groups per VPC applies to all VPCs in the Region.
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1.3.1 VPC and Subnets

Resource Default limit Comments
VPCs per Region 5

The limit for

Internet gateways per
Region is directly
correlated to this
one. Increasing this
limit increases the
limit on internet
gateways per Region
by the same amount.

Subnets per VPC 200

IPv4 CIDR blocks per VPC 5
This limit is made up
of the primary CIDR
block plus 4
secondary CIDR
blocks.

IPv6 CIDR blocks per VPC 1
This limit cannot be
increased.

1.3.2 DNS

For more information, see DNS Limits.
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1.3.3 Elastic IP Addresses (IPv4)

Resource Default limit

Comments

Elastic IP addresses per Region 5

This is the limit for
the number of Elastic
IP addresses for use
in EC2-VPC. For
Elastic IP addresses
for use in
EC2-Classic, see
Amazon EC2 Limits
in the Amazon Web
Services General
Reference.

1.3.4 Flow Logs

Resource Default limit

Comments

2

Flow logs per single
network interface,
single subnet, or
single VPC in a
Region

This limit cannot be
increased. There can
effectively be 6 flow
logs per network
interface by creating
2 flow logs for the
subnet, and 2 flow
logs for the VPC in
which the network
interface resides.

© Copyright 2025 Rubicon Communications LLC
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1.3.5 Gateways

Resource

Default limit

Comments

Customer gateways per Region

Egress-only internet gateways per
Region

Internet gateways per Region

NAT gateways per Availability Zone

50

5

This limit is

directly correlated
with the limit on
VPCs per Region. To
increase this limit,
increase the limit on
VPCs per Region. Only
one egress-only
internet gateway can
attach toa VPC at a
time.

This limit is

directly correlated

with the limit on

VPCs per Region. To
increase this limit,
increase the limit on
VPCs per Region. Only
one internet gateway
can be attached to a
VPC at a time.

A NAT gateway in the
pending, active, or
deleting state counts
against the limit.

© Copyright 2025 Rubicon Communications LLC
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1.4 Creating an IAM User in an AWS Account

A pfSense® Plus AMI uses AWS Identity and Access Management (IAM) accounts for administration. Every AWS
account includes at least one user. For security reasons, the root account should not be used for day-to-day adminis-
tration. This section describes the process of creating and using an IAM user account for administering the pfSense®
Plus AMI.

See also:
To find out more about AWS security and credentials read Understanding and Getting Your Security Credentials.

There are multiple methods for creating users in IAM. The recommended method is to use the AWS Management
Console. The process of creating a user and enabling that user to perform work tasks consists of the following steps:

1. Create the user.
2. Create credentials for the user.

3. As a best practice, create only the credentials that the user needs. For example, for a user who requires access
only through the AWS Management Console, do not create access keys.

Note: For cloud security the best practice is to limit access for the root account, so the root account is locked
by default.

4. Grant the appropriate permissions to the user to administer the pfSense® Plus AMI.
5. Provide the user with the necessary sign-in information.

6. (Optional) Configure multi-factor authentication (MFA) for the user.

1.4.1 Creating IAM Users (Console)

The AWS Management Console can create IAM users.

To create one or more IAM users (console):
1. Sign in to the AWS Management Console and open the IAM console at https://console.aws.amazon.com/iam/.
2. In the navigation pane, choose Users and then choose Add user.

3. Type the user name for the new user. This is the name they will use to sign in to AWS. To add up to 10 users at
once, choose Add another user for each additional user and type their user names.

4. User names can be a combination of up to 64 letters, digits, and these characters: +=, .@-

5. Names must be unique within an account and are not case sensitive.

6. Select AWS Management Console access. This creates a password for each new user.
Choose one of the following options for Console password:

Autogenerated password
Each user gets a randomly generated password that meets the account password policy in effect
(if any).

Note: The Final page allows viewing or downloading the passwords.

Custom password
Each user is assigned a given password.

© Copyright 2025 Rubicon Communications LLC 8
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Tip: The best practice is to select Require password reset to ensure that users are forced to change their
password the first time they sign in.

7. Click Next. On the Set permissions page, specify how to assign permissions to this new user(s). Choose one of
the following three options:

Add user to group
Choose this option to assign the user(s) to one or more groups that already have permissions
policies. IAM displays a list of the groups in the account, along with their attached policies.

Select one or more existing groups or choose Create group to create a new group.

Copy permissions from existing user
Choose this option to copy all access rights from an existing user to the new user(s).

Attach existing policies to user directly
Choose this option to see a list of the managed policies in the account. Select the policies to
attach to the new users or choose Create policy to open a new browser tab and create a new
policy.

8. Choose Next: Review to see all of the choices made up to this point. Choose Create user to proceed.

9. To view user access keys (access key IDs and secret access keys), choose Show next to each password and access
key to display. To save the access keys, choose Download .csv and then save the file to a secure location.

Danger: This is the only opportunity to view or download the secret access keys, and users must have this
information before they can use the AWS API. Save the user new access key ID and secret access key in a
safe and secure place.

There is no way to access the secret keys again after this step.

10. Choose Send email next to each user to send a message with account information. This opens a local mail client
with a draft that to customize and send. The email template includes the following details to each user:

¢ User name

¢ URL to the account sign-in page. Use the following example, substituting the correct account ID number
or account alias:

e https://AWS-account-ID or alias.signin.aws.amazon.com/console

Important: The user’s password is not included in the generated email as email is not a secure communications
channel. Provide passwords to the user in a secure way that complies with security policies set by the organization.

1.5 Using IAM Roles

AWS TAM Roles are used to delegate access to users, applications, or services that require controlled access to AWS
resources. IAM Roles should be used to manage all Netgate® pfSense® Plus software instances. This unique role can
be specified when launching a new instance, or attached to an existing instance.

The AWS Management Console is the recommended method for creating roles for use with pfSense® Plus software.
The best practice is to create these roles based on the principle of least privilege, also known as the principle of least

© Copyright 2025 Rubicon Communications LLC 9
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authority, which is the assignment of lowest needed privileges based on necessity. These instructions attempt to follow
this principle.

1.5.1 Create Policy for pfSense Plus Software Management IAM Role

Create a custom policy that will be associated with an IAM role allowing access to the pfSense® Plus Management
GUI running on an EC2 Instance.

1.

® N

Sign in to the AWS Management Console and open the IAM console at https://console.aws.amazon.com/iam/.

2. In the navigation pane of the console, select Policies then choose Create Policy.
3.
4. In the Actions dropdown check the box next to All EC2 actions (ec2:)

Drop down the Service menu and select EC2.

Note: If stricter policies are required for the actions that can be performed on the pfSense® Plus EC2 Instance,
these can be set here.

Select the Resources dropdown arrow and review resulting warnings.
Click the All resources bubble
Select Review policy.

Populate the Name field (e.g. pfSense_EC2_Access) and Description, if desired.

Note: Policy names must be unique within the AWS account, and the name of the policy cannot be changed
once created.

Select Create Policy.

1.5.2 Create IAM Role for pfSense Plus Software Management

Create a role that an IAM user, or users within an IAM Group, can assume and use to connect to and manage pfSense

®

Plus running on an EC2 Instance.

Note:

The administrator of the specified account can grant permission to assume this role to any IAM user in

that account. To do this, the administrator attaches a policy to the user or a group that grants permission for the
sts:AssumeRole action. That policy must specify the role’s ARN as the Resource.

wooA »N

Sign in to the AWS Management Console and open the IAM console at https://console.aws.amazon.com/iam/.
In the navigation pane of the console, select Roles then choose Create Role.

Select the Another AWS account role type.

In the Account ID field, type the AWS account ID that will be allowed to access the destination resource.

The Require external ID checkbox should remain cleared unless granting permissions to users from an account
not under the control of this organization. Reference AWS Documentation for External ID Roles in the event this
is required.

The best practice is to restrict the role to users who sign in with multi-factor authentication (MFA). Select Require
MFA to add a condition to the role’s trust policy to require MFA sign-in.
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7. Select Next: Permissions.

8. Type the name of the previously created Custom policy in the search field. Check the box next to the correct
Policy name.

9. Select Next:Tags

Note: TAM tags are key-value pairs that can be used to organize, track, or control access for this role. This is
an optional step. More information can be found within AWS Documentation for Tagging IAM Entities.

10. Select Next: Review.

11. Populate the Role name field (e.g. pfSense_Admin) and Role description if desired.

Note: Role names must be unique within the AWS account, and the name of the role cannot be changed once
created.

12. Review remaining configured settings then select Create role.

This role can now be assigned to an IAM User or all users in an IAM group allowing secure administrative access to
the EC2 Instance(s) containing pfSense® Plus.

© Copyright 2025 Rubicon Communications LLC 11
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CHAPTER
TWO

INSTANCE USAGE

2.1 Launching an Instance

These instructions cover how to launch a new instance of the Netgate® pfSense® Plus firewall/VPN appliance from the
Amazon EC2 Management Console.

1. Select the region for the instance to run in using the region tab at the upper right corner of the page.

Netgate AWS ~ Oregor Support

US East (M. Virginia)
US East (Ohio)

US West (M. California)
US West (Oregon)
Asia Pacific (Mumbai)
Asia Pacific (Seoul)
Asia Pacific (Singapore)

2. Select Services from the top navigation, and select Compute on the left navigation of the drop-down and then
select EC2 on the main section of the drop-down.

12
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Q, Search for services, features, blogs, docs, and more

s

Recently visited
Favorites

All services

Analytics

Application Integration
&2 AR& VR

AWS Cost Management
wss Blockchain

dlh Business Applications

Containers

[Option+S]

Compute

AWS App Runner

Build and run production web applications at scale

Batch

Fully managed batch processing at any scale

Virtual Servers in the Cloud

EC2 Image Builder

A managed service to automate build, customize and deploy OS images

Elastic Beanstalk
Run and Manage Web Apps

3. Launch a new instance by clicking on the Launch Instance button under the Resources section of the EC2

dashboard.
alv/si Services

2| CloudTrail

@ Ec2

& VPC IAM B S3 4@ CloudWatch

@ New EC2 Experience %

Q Search for services, features, blogs, docs, and more

[Option+S]

L us wh hink
it Resources EC2 Global view [ ‘ ’ c ‘ ’ & |
EC2 Dashboard
EC2 Global View You are using the following Amazon EC2 resources in the US East (Ohio) Region:
Events
Instances (running) 2 Dedicated Hosts 0 Elastic IPs 2
Tags
Limits Instances 2 Key pairs 6 | Load balancers 0
¥ Instances Placement groups 0 Security groups 5 Snapshots 13
Inst
nstances Volumes 3
Instance Types
Launch Templates
Spot Requests . .
e Launch instance Service health
Savings Plans To get started, launch an Amazon EC2 instance, which is a
virtual server in the cloud. [ C ‘ [ AWS Health Dashboard [4

Reserved Instances

Dedicated Hosts

Migrate a server [4

Capacity Reservations

¥ Images

AMls

Region
US East (Ohio)

Status
@ This service is operating normally

Note: Your instances will launch in the US East (Ohio)

AMI Catalog Region

4. Name the instance something like pfSense and under the Application and OS Images, choose Browse more

AMIs.

© Copyright 2025 Rubicon Communications LLC

13



Security Gateway Manual Amazon AWS

[Option+S]

i3t Services | QU Search for services, features, blogs, docs, and more

<@ VPC IAM & S3 @ CloudWatch @& CloudTrail

EC2 Instances Launch an instance

Launch an instance .«

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by

following the simple steps below.

Name and tags info

Name

pfSensel Add additional tags

v Application and OS Images (Amazon Machine Image) info
An AMI is a template that contains the software configuration (operating system, application server, and applications) required to
launch your instance. Search or Browse for AMIs if you don’t see what you are looking for below

Q, Search our full catalog including 1000s of application and OS images

Recents My AMIs Quick Start
Amazon Ubuntu Windows Red Hat | SUSE Linux Q
Linux
> Browse more AMIs

aws ubuntu® = Microsoft ‘ Red Hat @ Including AMIs from
SUSE AWS, Marketplace and

the Community

Amazon Machine Image (AMI)

5. Type Netgate pfSense in the search box and press Enter.

© Copyright 2025 Rubicon Communications LLC
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Services v  Resource Groups *

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4, Add Storage

Step 1: Choose an Amazon Machine Image (AMI)

An AMI is a template that contains the software configuration (operating system, app

Quick Start

M Amazon Linux 2 AMI (HVM),

AmazonLinux  Amazon Linux 2 comes with five y

Free tier eligible

AWS Marketplace

Root device type: ebs Virtualization £

Community AMIs

Amazon Linux AMI 2018.03.(

AmazonLinux The Amazon Linux AMI is an EBE
packages.

Root device type: ebs Virtualization t

Free tier only (i)

6. Click the Select button for the Netgate pfSense Plus Firewall/'VPN/Router listing in the search result that
corresponds to the desired type of instance. This could be either the amd64 AWS product or the arm64/Graviton
AWS product depending on the needs of this deployment.

¥ Refine results

Netgate pfSense (2 results) showing 1- 2 Sort E
Categories

Infrastructure Software (2)
ﬁsense+ Netgate pfSense Plus Firewall/VPN/Router

¥ Publisher By Netgate [4] | ver 23.09
[ Metgate (2) Hk k79 AWS reviews [A| 274 external reviews [4
@ Free Trial

¥ Pricing model
[] upfront
Commitment (2)
] usage Based (2)

Starting from $0.01/hr or from $75.00/yr (up to 31% savings) for software + AWS usage fees

//11-2023 - Pricing Change - While the PAYGO price has increased, the ANNUAL pricing is the same as the previous PAYGO (pre-paid,
annually). For Private Offers on multiple instances, 2 & 3 year options, please reach out to sales@netgate.com// OVERVIEW pfSense Plus
software Is the world's leading pr...

Operating system

[ » All Linux/Unix

Efjsense+ Netgate pfSense Plus Firewall /VPN/Router (ARM64/Graviton)

¥ Free trial
By Netgate [ | ver 23.09 w Graviton

[ Free Trial (1) Starting from $0.34/hr or from $2,100.00/yr (up to 31% savings) for software + AWS usage fees

//For Private Offers on multiple instances, 2 & 3 year options, please reach out to sales@netgate.com// OVERVIEW pfSense Plus software is

¥ Average rating
the world's leading price-performance edge firewall, router, and VPN solution. Over three million installations used by homes, businesses,

Kk k & up (1)
Fokok &up (1)
*k &up (1)

government agencies, e...

7. Review pricing and other helpful information, then click Continue.
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&r aws marketplace

About v Categories v Delivery Methods v Solutions v AWSIQ v Resources v Partners  Sell in AWS Marketplace ~ Amazon Web Services
Risense+ Netgate pfSense Plus Firewall/VPN/Router Continue to Subscribe
Overview Pricing Usage Support Reviews

Futene Upuun TS LU SIS LIS SUTLWETS @G 1T @30 UL LIS PHIGIY 101 ST VILES 1IUSLED 1 U3 Cast

(N. Virginia). Additional taxes or fees may apply.

64-bit (x86) Amazon Machine Image (AMI) M Use of Local Zones or WaveLength infrastructure deployment may alter your final pricing.
Software Pricing Details Netgate pfSense Plus Firewall/VPN/Router
Netgate pfSense Plus $0.24 /hr > Switch to annual pricing for savings up to 15%

Firewall/VPN/Router 4 Hourly Annual

<o e v PorwoT Yoo

Infrastructure Pricing Details

Estimated Infrastructure Cost $0.10 EC2/hr > O m3.large $0.24 $0.133 $0.373
O  m3.xlarge $0.32 $0.266 $0.586
- CERGEIR  Try one unit of this product for 30 days. There will be no
— Y e ey Y . @ mMilarge $024 $0.10 $034
software charges for that unit, but AWS infrastructure charges still apply. Free *Vendor Recc
Trials will automatically convert to a paid subscription upon expiration and O maxlarge $0.32 $0.20 $0.52
you will be charged for additional usage above the free units provided.
O ms.large $0.24 $0.096 $0.336
O  ms.xlarge $0.32 $0.192 $0.512 <

Note: There are no optional billiable services for the pfSense Plus software. Information about support can be
found on the Support Resources page.

8. Select the desired instance type for the pfSense Plus software from the drop down.

¥ Instance type info

Instance type

m4.large

v Compare instance types
Family:m4 2vCPU 8 GiB Memory p yp

The AMI vendor recommends using a m4.large instance (or larger) for the best experience with this product.

9. Choose the desired Network and Subnet that the instance will be deployed in. Choose any other instance-specific
settings that may be required in the environment. Optionally expand the Advanced Details section and set
parameters as text in the User Data field. The available options are:

password
Setting a value via a directive like password=abcdefg will set the password for the adminis-
trative account to the given value — abcdefg in this example. If no value is set here, a random
password will be assigned in order to keep administrative access from being exposed to the In-
ternet with a default password.

Note: A password configured using this method cannot contain the characters : or =, which are
reserved for use as delimiters by the script which handles importing these values.

mgmtnet
Setting a value via a directive like mgmtnet=10.0. 1.0/24 will restrict management access (http,
https, ssh) to the given network — 10.0. 1.0/24 in this example. This will cause the firewall rules
on the instance (not on access lists in AWS, but on the Netgate pfSense® Plus appliance firewall

© Copyright 2025 Rubicon Communications LLC 16
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10.

11.

rules) to restrict management traffic for the instance to the specified source network. The default
behavior is to allow management from any host.

These directives can be set by placing them on a single line in the User Data field and separating them with
colons. To specify both parameters, type a statement similar to this one:

[password:abcdefg :mgmtnet=10.0.1.0/24

Note: If a password is set using the password parameter listed above, the password is retrieved by the instance
via an unencrypted HTTP request when the system is configured the first time it boots. The request is made to
an Amazon Web Services-operated server on the local LAN that stores metadata about each instance running.
The data for an instance is only made available to that instance, but is available to be queried from the instance
without providing any authentication credentials.

The best practice is to change the admin password via the pfSense® Plus GUI after the instance comes up to
avoid any security risks associated with the unencrypted request. Otherwise it is possible to choose not to set the
password at all and let a random password be set.

Choose the desired Network and Subnet to which the Instance will be deployed. Scroll down to configure the
network interface(s) with a Static or DHCP-assigned IP address.

Y ——

Step 3 Canfigure Instance Detalls

Carigure e imiance 3wl o rguirmes. You oan banch mukipl eeances ko
Mursteral iratances (] 1 e T calrg Graeg ()

Furchasing spen (]

Mstmar (] ] c
Subaei [ = F
Rifta-aaakjn bl B (] =
Flacement gaug (| Ate muarsa i LRS! GITep
Capaciy Revenoaton (] froes = | ¥ it i Ca ity B
AM mle (] [re -
Shaltawn beasiar (] [ -
Eabie ssrrinatian prosscsen (]
Mentodin oo
Terancy (] . " -
Elnsc inference (]
TATA Undimied (]

Once the Network Interface(s) are configured, select Next: Add Storage.

* Memwark imedaces 8

Dedce  Mctmarh I ace Subiser Prirary B secardary IF addsesses IPE Py

ek el o bews-a23ean o

A Duvica

b Advancad Dilais

Click Next: Add Tags to accept the Storage Device Configuration.
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Velarss Type ([ Devicw (| Seapubot | Sin: jOimy (1 Velurs Tyze (1 1ors ;‘;‘:;J'["' Delets on Terminalias (1 Encrypisd

Al Kew Velorme

curee | e [ | e

12. The best practice is to set a tag that can be used to differentiate this instance from other instances by entering a
value for the Name tag. Click Next: Configure Security Group after setting any desired tags.

Press the Add Tag button. Input Name under the Key field and the desired Instance Tag Name under the Value
field (e.g. Netgate Firewall/Router).

Step 50 Add Tags
=y - valin

A anaikaer isg

PR . . [

13. Select a security group to launch the instance with. The Security group name and Description fields can be
left at the default, or replaced with the desired values.
The security group should allow at least the following traffic to start with:
» TCP port 443 from 0.0.0.0/0
HTTPS - This is the port that the management GUI listens on.
e TCP port 22 from 0.0.0.0/0
SSH - This port can be used to connect to a command prompt with an ssh client.

* UDP port 1194 from 0.0.0.0/0
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OpenVPN - The OpenVPN server that is configured by default is bound to this port.
» UDP port 500 from 0.0.0.0/0

IKE for IPsec VPN.
* UDP port 4500 from 0.0.0.0/0

IPsec/NAT-T for IPsec VPN.

Note: If there is an existing security group that includes this access, click Select an existing security group,
then select the desired group(s) to use and click Continue. Otherwise, select Create a new security group, and
add rules for this access by filling in the form for each rule and clicking the Add Rule button. When all of the
rules have been added, click Review and Launch.
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i LD~ uoe M Aiyeeii= | | 00000 D &
Add Rul
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14. Review any AWS warnings and make note of recommendations. Scroll down to review the remaining instance
details and click Launch after making any needed adjustments.
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15. Select an existing key pair or create a new key pair to connect to the instance with. Click the checkbox that
indicates acknowledgment of access to the selected private key file and then click Launch Instances.

Important: Do NOT select the Proceed Without a Key Pair option.

Select an existing key pair or create a new key pair A

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you 1o connect to your instance securehy. For Windows AMIs, the private key file is required
10 obtain the password used to bog into your instance. For Linux Abls, the private key file allows yvou to
securely SSH into your instance,

Mote: The selected key par will be added to the set of keys authonzed for this instance. Learn more
about removing existing key pairs from a public AMI.

Choose an existing key pair w
Select a key pair
aws-oregon-key-pair v

| acknowledge that | have access 1o the selected private key file (aws-oregon-key-
pair.pem), and that withouwt this file, 'won’t be able o log inta my instance. /

Cancel [EETTN LTSRN

2.2 Managing the Configuration of the Instance

Once the instance is launched, monitor its status using the Instances page of the EC2 Management Console. The EC2
Management Console will display whether the instance is up and reachable and will also display its current public IP
address and the hostname that resolves to the public IP address. Find the hostname and public IP address in the EC2
console by clicking on the Instances heading on the left, finding the instance and checking the checkbox next to it and
looking at the details at the bottom of the page.

&  Mama Instance AMIID Rocd Device Type Stato Status Checks Alarm Statu

Instances
o # VPN applionce  [f k3d08EA50 i B0 whs 11.micro @ nurning & 22 chocks pi nan
Saot Requests

Resarvad INSances

Allls
Bundie Tasks

Volumes

Snapshaty

1 EC2 Instance sclacted.
Sacunty Goups

Elastic IPs i EC2 Instance: VPN appliance (i-3d266850) . BB
Flacemant Groups ecd-23-20-204- 54, compute-1.amazonaws. com

Load Balancers Descripthon | Status Checks | Monitoring | Tags

Kay Pairs

AT

In the example above, the hostname of the instance is ec2-23-20-204-54. compute-1.amazonaws.com. The public
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IP address is available by putting together the 4 numbers included in the hostname — 23.30.204. 54. It is also possible
to obtain the IP address by using a popular DNS lookup tool such as host, dig, or nslookup to resolve the hostname
to its IP address.

Note: The hostname and IP address used in this and other examples in this guide are associated at the time of writing
with a test instance. This address/hostname will not be the same values used to access the instance and they will not
even be associated with the same test instance by the time this guide is available to the public.

In order to manage the configuration of the instance, connect to it via HTTPS or SSH. To connect via SSH, use the
key pair chosen while creating the instance to connect to the admin account. From the command line on a Unix/Linux
host, use a command similar to ssh -i my_key_file admin@public_IP, where the appropriate private key file and
public IP address or hostname are substituted. In the example below, the client uses the key file my_ec2_key connect
to the IP address 23.20.204.54.

Note: The first time logging into the instance, the SSH key for the instance will not be cached locally, type yes when
asked whether to continue connecting. This should not be necessary on subsequent sessions.

800 Terminal — ssh — 80x24 o

established,
aF.

'HCF4: 1@,

Shell
FI 1: T [n] p

Enter an optiaon: &

[2.1-RELEASE] [adwin@pf5ense. localdomain]/

A limited set of configurations is possible through SSH. The preferred method for managing most of the configurations
or viewing data on the status of the Netgate® pfSense® Plus instance is through the HTTPS GUIL To connect via
HTTPS, enter an https:// URL containing the public IP address or hostname of the instance into a web browser. For
example, https://23.20.204.54.

There will likely be a browser warning indicating that the security certificate of the site is not trusted, because the
instance uses a self-signed certificate for HTTPS communication. Click on the option to proceed to the site anyway

© Copyright 2025 Rubicon Communications LLC 21



Security Gateway Manual Amazon AWS

and a login screen with the Netgate logo should appear.

The username to log in with is admin. The password to use is either a value set in the User Data during the creation
of the instance or a random password. If a specific password was not set, The value of the random password can be
found through one of two different means:

1. Log in over SSH with the key pair selected when the instance was created and examine the contents of the file
located at /etc/motd-passwd. Select option 8 (Shell) from the console menu that is presented after log in and
execute cat /etc/motd-passwd from the shell.

2. Alternatively, view the System Log for the instance in the EC2 Management Console. After the messages that
are displayed that show the status of the boot process, a message should appear that indicates the value of the
administrative password.

Note: The System Log output in the EC2 Management Console is not updated in real time and may take a few
minutes to show up. It is preferable to explicitly set a password by passing a value in with the User Data field
so the password will be known in advance. To allow a random password to be set, connect via SSH and find the
value of the password after the instance is up without any delay.

The message, using either of the methods mentioned, will look like this

Thn

“*% Admin password changed to: abcdefg

In this example, the password was changed to abcdefg.

Once the password has been determined and entered into the login form, the pfSense® Plus GUI should be available.

2.3 Using the remote access IPsec VPN

An IPsec VPN for remote users is preconfigured on the instance when it comes up. Configure the IPsec VPN on client
devices to utilize this VPN.

See also:

A guide for manually configuring Android or iOS (iPhone/iPod/iPad) mobile clients to establish an IPsec VPN is located
in the pfSense® Documentation.

For iOS clients, a profile can be downloaded and installed that will automatically configure an IPsec VPN to the
instance. The profile can be downloaded by visiting the page at VPN > IPsec Export: Apple Profile or by loading the
page directly at /iphone_ipsec_profile.php on the instance. If the instance IP address were 23.20.204.54, the
correct URL to visit would be https://23.20.204.54/iphone_ipsec_profile.php. Using this page requires
authenticating to the web interface by typing the username (admin) and password prior to being able to download the
profile.

The profile should be downloaded and saved automatically upon opening the page. If the page is visited in a web browser
on an iOS device, the device should automatically launch the Settings app and attempt to install the new profile. If the
profile is downloaded to another non-iOS device, it can be sent via email as an attachment. If the attachment is opened
in the iOS email client, the Settings app new profile installation will also open.

The name and description of the profile being installed will be displayed. Tap the Install button. A warning message
will be displayed that indicates that the profile is unsigned. Tap on Install Now to continue.
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wseo0 ATAT = 352 PM -

Cancel Install Profile

Metgate pfSense certifie...
VPN Users
Unsigned [ instail |

Description  Conaing configuration settings
for connacting to VPN an
Matgate piSense certified
firewall and VPN appliance

Recoived Sep 30. 2013
Contains  VPM Settings

More Details

Unsigned Profile
Installing this profile will change

setlings on your iPhone,

Cancel Install Mow
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Enter the passcode for the iOS device (the one entered when waking the device from sleep) and the password to access
the IPsec VPN (the one entered to get access to the GUI) when prompted and the profile will be installed. When the
screen shows that the profile was installed, tap Done.

sssco ATAT & 353 PM -

Profile Installed Done

Metgate pfSense certifie...

B Unsigned

Description Comaing confhguration sattings
for connacting to VPN on
Matgate piSense certified
firewall and VPM appliance

Recaived Sep 30, 2013
Conial VPN Settings

Mare Details

When the profile has been installed, the VPN can be enabled in the Settings app. There will be a heading named VPN
under the main Settings page. If there are more than one VPN configured on the device, tap the VPN heading. The
newly installed profile should be selected. It will have a check mark next to it. There will be an on/off switch at the
top of the page to enable the VPN. If this is the only VPN configured, the switch to enable the VPN will be next to the
VPN heading on the main Settings page. Tap the switch to enable the VPN. The client will prompt for a username and
password. The username (admin) should already be filled in. Enter the password and tap OK. A welcome message
should be displayed. Tap OK and the VPN is ready to use.

2.4 Using the remote access OpenVPN VPN

An OpenVPN VPN for remote users is automatically configured the first time the instance is booted. To use the VPN,
install an OpenVPN client app on a device and import a configuration that specifies how to connect to the instance.

An OpenVPN configuration can be downloaded by visiting the page /openvpn_connect_profile.php on the in-
stance. If the instance IP address were 23.30.204. 54, the correct URL to visit would be https://23.20.204.54/
openvpn_connect_profile.php. Authenticate to the web interface by typing the username (admin) and password
prior to being allowed to download the configuration.

The profile should be downloaded and saved automatically upon opening the page. The file that it was saved in should
be imported into the OpenVPN client on the client device.
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2.4.1 Tips for configuring OpenVPN based on platform/client

OpenVPN Connect App on iOS (iPhone/iPad/iPod)

The iOS version of the OpenVPN Connect App allows importing an OpenVPN profile by opening an attachment to
an email message. Save the config to a file named remote-access-vpn.ovpn and send it to an email account that the
iOS device is configured to retrieve mail for. Open the email message and touch the attachment to open it. The device
will present Open in OpenVPN as one of the available options. Touch the OpenVPN icon to select that option. The
OpenVPN Connect App should then open and list the profile under a heading that says New profiles are available....
Click on the green ball with the + sign in it to import the profile. Type in the username, admin, and password then
change the On/Off switch to On.

OpenVPN Connect App on Android

The Android version of the OpenVPN Connect App allows importing an OpenVPN profile from an SD card. Save the
configuration file to the SD card. Launch the OpenVPN Connect App. From the menu, select Import, then Import
Profile from SD card. Browse to the location of the configuration file and select it. Enter the username, admin, and
password to connect to the VPN. Press Connect.

TunnelBlick on macOS

The TunnelBlick App for macOS allows importing an OpenVPN configuration file. Save the configuration to a file
on the client device. Click on VPN Details. Click on the + symbol underneath the existing configurations to add a
new configuration. Click on the I have configuration files button. Click on the OpenVPN Configuration(s) button.
Follow the instructions presented by TunnelBlick (copy the config into an empty folder TunnelBlick creates on the
Desktop, rename the folder, click on the folder). When the profile is imported successfully, click on its name and then
click on Connect. Enter the username, admin, and password to connect to the VPN.

OpenVPN Connect Client on Windows

The OpenVPN Connect Client on Windows allows importing an Open VPN configuration file from the local disk. Save
the file on the client device. Click the + symbol to the right of Connection Profiles. Select Local File and click on the
Import button. Find the profile to import in the file browser window and click Open. A box with the name of the new
profile should appear under Connection Profiles now. Click on that box and enter the username, admin, and password
to connect to the VPN.

2.5 AWS High Availability

The AWS High Availability package enables the use of active/standby pairs of pfSense® Plus instances which modify
AWS resources in response to failover events.

The AWS High Availability package builds upon the CARP Virtual IP Address (VIP) functionality in pfSense software
to provide an analogous mechanism for High Availability (HA) in the AWS Virtual Private Cloud.

The need for the AWS High Availability package stems from the unique environment of a VPC. These environments
do not have a traditional layer 2 network, and thus do not support broadcast and multicast. This limitation necessitates
using the AWS API for configuration of VPC resources to define routes, bind addresses, and make external IP address
mappings — actions that CARP cannot do natively due to the nature of the AWS environment.

See also:

 pfSense Software High Availability Documentation
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 pfSense Plus Software High Availability Example

2.5.1 How it Works

When the AWS High Availability package is installed, it extends CARP VIP MASTER events on configured CARP
VIPs such that user configurable modifications to VPC resources can be made without manual intervention.

An instance be configured to modify Elastic Interface IP address assignments, AWS VPC Route Tables, and Elastic IP
Allocations in response to a CARP VIP event. This allows a failover event to modify routes and map subnet IPs and
Elastic IPs to the Elastic Network Adapter on the node where a CARP VIP has MASTER status.

The package performs these actions by making contact with the AWS API to make changes dynamically as needed.

2.5.2 Prerequisites

AWS Account Privileges
The package requires access to the AWS API, relying on a correctly configured EC2 Instance Profile to assign a Role
to the instance for authorization. The Role must have the following privileges for the associated resources:
DescribeRegions

¢ All resources (“*”)
DescribeRoutetables

¢ All resources (“*”)
AssignPrivateIpAddresses

» All Elastic Network Interfaces which will be configured with [Pv4 IPs
ReplaceRoute

* All Route Tables which will have routes modified in response to CARP events
AssociateAddress

* All Elastic IP Allocations which will be modified in response to CARP events

* All VPC subnets with which the Elastic IP will associated

» All Elastic Network Interfaces with which the Elastic IP will be associated

» All EC2 instances to which the Elastic Network Interfaces are assigned
CreateTags

» All Elastic Network Interfaces which will be configured with IPv4 IPs

» All Elastic IP Allocations which will be modified in response to CARP events

¢ All Route Tables which will have routes modified in response to CARP events
DescribeTags

e All resources (“*”)
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pfSense Plus Software Configuration

Before configuring the AWS High Availability package, the following areas must be configured on pfSense Plus Soft-
ware.

High Availability Synchronization

State Synchronization may be configured on both primary and secondary instances with pfsync Synchronize Peer IP
values defined pointing to the other node. When configured in this way, pfsync utilizes unicast instead of the default
directed multicast, which does not work on AWS VPC.

CARP Virtual IP Addresses

All AWS High Availability configuration requires at least one available unicast CARP VIP configured on an interface.
Any number of IP, Route, and Elastic IP actions may be configured for a given CARP VHID.

Note: Reminder: Unicast CARP is required as the default multicast communication does not work in AWS VPC.

The configuration for a unicast CARP VIP is nearly identical to a traditional multicast CARP VIP. The difference is:
e The CARP Mode must be set to Unicast

* The Peer Address field to the right of the Unicast option must be set to the actual interface IP address on the
HA peer node.

For example, with a CARP VIP for the WAN interface, the peer address on the VIP on the primary node is set to the
WAN interface IP address of the secondary node. If configuration synchronization (XMLRPC Sync) is enabled, the
primary node will automatically adjust this value when copying the VIP to the secondary node so that the VIP on the
secondary uses the WAN interface IP address of the primary for its peer address.

In configurations where a cluster is synchronizing across availability zones, there is no common address to all subnets,
so a dummy address must be chosen for the CARP VIP. In these instances, choose an addres from the RFC 5737
documentation networks (192.0.2.0/24, 192.51.100.0/24 or 203.0.113.0/24). The purpose of the CARP VIP
is entirely for failover negotiation, and should not be used as a source or destination address.

Note: If peers are in different subnets, unicast CARP traffic will egress through the default route unless another route
to the peer has been configured. The route may seem counterintuitive if the selected CARP interface is not the default
WAN interface - in which case, absent a route to direct the traffic through a specific gateway, the unicast CARP traffic
will route via the WAN interface to the default route.

2.5.3 Package Configuration

To configure the AWS High Availability package, navigate to System > AWS High Availability. This displays the IPs
tab for the package.
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Edit Virtual IP

Type

Interface

Address type

Address(es)

Virtual IP Password

VHID Group

Advertising Frequency

CARP Mode

Description

O P Alias @® CARP O Proxy ARP O other

WAN v

Single address ~

172.27.122.249 /28 v
The mask must be the network's subnet mask. It does not specify a CIDR range.
Enter the VHID group password. Confirm

1 v
Enter the VHID group that the machines will share.

1 v 0 v
Base Skew

The frequency that this machine will advertise. 0 means usually master. Otherwise the lowest combination of both values in the cluster determines the
master.

172.27.122.246

O Multicast ® Unicast

A description may be entered here for administrative reference (not parsed)

Fig. 1: WAN Interface Unicast CARP Virtual IP Address - Primary

Edit Virtual IP

Type

Interface

Address type

Address(es)

Virtual IP Password

VHID Group

Advertising Frequency

CARP Mode

Description

QO IP Alias ® CARP O Proxy ARP O Other

WAN v

Single address v

172.27.122.249 /28 v
The mask must be the network's subnet mask. It does not specify a CIDR range.
Enter the VHID group password. Confirm

1 v
Enter the VHID group that the machines will share.

1 v 110 ~
Base Skew

The frequency that this machine will advertise. 0 means usually master. Otherwise the lowest combination of both values in the cluster determines the
master.

172.27.122.245

O Multicast ® Unicast

A description may be entered here for administrative reference (not parsed).

Fig. 2: WAN Interface Unicast CARP Virtual IP Address - Secondary
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Firewall / Virtual IPs / Edit (7]
Edit Virtual IP
Type CIP Alias ® CARP ) Proxy ) Other
ARP
Interface WAN v
Address type Single address hd
Address(es) 192.0.2.1 / | 32 v

The mask must be the network's subnet mask. It does not specify a CIDR range.

Virtual IP
Password Enter the VHID group password. Confirm
VHID Group 1 v

Enter the VHID group that the machines will share.

Advertising 1 h 0 h
Frequency Base Skew

The frequency that this machine will advertise. 0 means usually master. Otherwise the lowest
combination of both values in the cluster determines the master.

CARP Mode O Multicast @® Unicast 172.31.0.68

Description

A description may be entered here for administrative reference (not parsed).

Fig. 3: WAN Interface Unicast CARP Virtual IP Address - Peer in Other AZ
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EEEHSE 4  System ~ Interfaces ~

Advanced

et

Boot Environments

_System Infoll RN |

Name General Setup
User High Availability '
System Netgate Firmware Upgrade
Package Manager r
BIOS Register
Routing /
Version Setup Wizard !
sudo F
Update

User Manager |

Logout (admin)

Fig. 4: AWS High Availability System Menu Entry Location
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IPs

The IPs tab controls how the package updates IP address assignments to Elastic Network Interfaces.
When configuring an IP action in the IPs tab, the user is presented with the following options:

CARP VHID
A drop-down selection to choose the CARP VIP which will trigger this route to be updated when it encounters
a failover event and assumes MASTER status. This list is presented with the interface name and VHID (e.g.
wan@l).

Interface
A drop-down selection to choose the interface destination of the route. Only Elastic Network Interfaces will be
presented.

Private IP Address
An input field for the IP Address to associate with the Elastic Network Interface. This address must be a valid
address in the VPC Subnet associated with the Elastic Network Interface.

XMLRPC Sync
A checkbox to enable synchronizing this IP action via XMLRPC. The Private IP Address will be mapped to the
VPC Subnet of the Elastic Network Interface of the peer automatically, if it differs and the subnet masks are the
same.

Package / AWS High Availability e

IPs Routes Elastic IPs

VHID Interface Interface Private IP Address XMLRPC sync

wan@1 wan 172.31.0.15 Enabled |

Fig. 5: AWS High Availability IP Address Entry

Routes

The Routes tab controls how the package updates route entries in AWS during failover events.
When configuring a route action in the Routes tab, the user is presented with the following options:

CARP VHID
A drop-down selection to choose the CARP VIP which will trigger this route to be updated when it encounters
a failover event and assumes MASTER status. This list is presented with the VHID and interface name (e.g.
wan@l).

Route Table ID
Input field to specify the AWS resource identifier for the route table to modify (e.g. rtb-05ed6e7c46531c6c3).
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Route CIDR
An input field for the CIDR of the route destination address or network to be replaced in the routing table (e.g.
0.0.0.0/0 for the default route).

Interface
A drop-down selection to choose the interface destination of the route. Only Elastic Network Interfaces will be
presented.

XMLRPC Sync
A checkbox to enable synchronizing this Route action via XMLRPC.

All fields are required.

Package / AWS High Availability 0

IPs Routes Elastic IPs

VHID Route Table ID Interface Route CIDR XMLRPC sync

wan@1 rtb-035fb68785b6f7667 lan 0.0.0.0/32 Enabled f‘_ﬂ-ﬂ_

Fig. 6: AWS High Availability Route Entry

Elastic IP Addresses

The Elastic IPs tab associates a CARP VIP with an Elastic IP address and interface.
When configuring an Elastic IP action, the user is presented with the following options:

CARP VHID
A drop-down selection to choose the CARP VIP which will trigger this Elastic IP address to be updated when
it encounters a failover event and assumes MASTER status. This list is presented with the VHID and interface
name (e.g. wan@l).

Elastic IP Allocation ID
An input field for the Elastic IP Allocation ID that identifies the Elastic IP Allocation to modify. This value must
be filled in by the user.

Interface
A drop-down selection to choose the interface destination of the route. Only Elastic Network Interfaces will be
presented.

Private IP Address
A drop-down selection to choose the Private IP Address of the interface to which the Elastic IP address will point.
Private IP Addresses presented will include addresses that are known to be associated with the Elastic Network
Interface and addresses configured on the IP tab for the interface.

This value is populated automatically with the IP address of the selected CARP VIP.
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XMLRPC Sync
A checkbox to enable synchronizing this Elastic IP action via XMLRPC. The Private IP Address will be mapped
to the VPC Subnet of the Elastic Network Interface of the peer automatically, if it differs and the subnet masks
are the same.

Package / AWS High Availability e

IPs Routes Elastic IPs

VHID Elastic IP Allocation ID Interface Interface Private IP Address XMLRPC sync

wan@1 eipalloc-0ba0926e3afe78f54 wan 172.27.122.4/26 Enabled fﬁ

Fig. 7: AWS High Availability Elastic IP Address Options Tab

2.5.4 Behavior

When an instance assumes the MASTER status for a CARP VHID, the package takes the following actions in order:
» Assigns all VIPs for that VHID to the Elastic Network Interface associated with the VHID.
* Performs all configured route replacements configured for the VHID sequentially.
* Performs all configured Elastic IP re-associations configured for the VHID sequentially.

When an action is completed on a resource, it is also updated with tags to record the time of modification and the CARP
advertising frequency base and skew of the member that acted upon it.

If the package fails to complete any of these tasks via AWS API calls, it generates a system notice.

2.5.5 Background Service

AWS High Availability installs a small background service in the form of a script scheduled to run by minicron every
60 seconds. This script cycles through the configured actions on the system and checks that a lower priority CARP
member has not modified the resources, indicating that the CARP link is not configured correctly. If this is found to be
the case, a notification is generated and the resource actions are executed again to correct it.
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2.5.6 EC2 Service Endpoints

AWS High Availability uses the AWS PHP SDK to access AWS API regional endpoints. Because these endpoints
resolve to addresses outside of a VPC subnet, without additional action each pfSense® Plus instance will require a
valid route through an AWS Internet Gateway or NAT Gateway that remains intact across resource actions.

AWS PrivateLink allows you to map AWS API endpoints to addresses in your VPC subnets, which avoids this
scenario and keeps API endpoint traffic local to your VPC. Follow the guides at https://docs.aws.amazon.com/
vpc/latest/privatelink/create-interface-endpoint.html and https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/
interface-vpc-endpoints.html to create VPC Service Endpoints for EC2 in a VPC Subnet.

Note: When configuring AWS High Availability across availability zones, a subnet in each availability zone will
require its own EC2 VPC Service Endpoint.

2.5.7 Limitations

Due to limitations in AWS, established TCP streams that are traversing through pfSense® Plus instances must be re-
established after failover. AWS is not currently capable of redirecting traffic for established streams in response to
changes to Route Tables, Elastic Network Interfaces, and Elastic IP Addresses.

2.6 Advanced Usage

2.6.1 Protecting a private network in VPC

An instance of the Netgate® pfSense® Plus appliance can be used as a firewall for a VPC subnet. This will generally
require more manual configuration than using an instance to host a remote access VPN does. See the VPC User Guide
for a more detailed explanation of how to configure a VPC and a Netgate pfSense® Plus appliance instance to support
this.

2.6.2 Connecting a local Netgate device running pfSense® Plus software

In addition to connecting remote devices as clients, a device running pfSense® Plus software as a firewall/router can
be connected as a peer to a Netgate® appliance.

See also:

Read Configuring a Site-to-Site Static Key Open VPN Instance in the pfSense software documentation to see the process
of configuring this setup.

When implementing the configuration changes detailed in the document, the best practice is to use the Netgate appliance
instance on AWS as the “server” end of the connection and the local Netgate device as the client “end”. Additionally,
make sure that the server is using a unique port. The default remote access OpenVPN server is configured to use UDP
port 1194. When adding a site-to-site tunnel, the best practice is to use a port between 1195 and 2000. Whichever
port the site-to-site tunnel uses will need to be opened both in the firewall rules on the Netgate appliance instance and
in the Security Group in the EC2 Management Console.

To route all traffic from a home/office network through the Open VPN tunnel to the Netgate appliance instance, add this
statement to the advanced options for the OpenVPN Client on the home/office Netgate device:

[redirect—gateway defl;
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This will cause a default route to be set that sends all locally originated traffic from the home/office network over the
OpenVPN tunnel when it is established. When using this configuration to send all traffic from a local network through
the OpenVPN tunnel, the outgoing traffic also needs NAT applied on the Netgate appliance instance on AWS for traffic
from the home/office network to the internet. This can be accomplished by adding the CIDR block for the home/office
network to the preconfigured Alias called Networks_to_NAT. This is done by navigating to Firewall > Aliases in the
GUI, then clicking on the edit icon to the right of Networks_to_NAT. Add the new network address and mask to the
list of Networks and click the Save button. Then click the Apply Changes button. Add the network used for the tunnel
endpoints (IPv4 Tunnel Network) to the Networks_to_NAT alias as well using the same procedure that was used to
add the home/office network.

Connecting multiple pfSense Plus gateways to a Netgate appliance

Multiple home/office networks can be connected to a single Netgate appliance instance. This could be used to allow
clients at different office locations to communicate without requiring tunnels between each individual location. It
could also be used as a way to apply policies on traffic to/from the internet in one place and have them take effect across
multiple locations.

Each site would need to have the instructions above for connecting an individual device repeated to add an OpenVPN
server on the Netgate appliance instance and an OpenVPN client on the local Netgate device. Each OpenVPN Server
that is configured must use a unique port and a unique network for IPv4 Tunnel Network. It is recommended to use a
name that uniquely identifies each location connected in this manner in the Description field when adding an OpenVPN
Server for a site in the Netgate appliance.

2.6.3 Detect and Recover EC2 Instance Failure
It is also possible to create an Amazon CloudWatch alarm that monitors an Amazon EC2 instance and automatically
recovers the instance if it becomes impaired due to an underlying issue.

For more information about instance recovery, see Recover Your Instance.

2.7 Frequently Asked Questions

2.7.1 How can the GUI password for an instance be located?

The first time the instance boots it looks for a user-defined password set in the User Data box when the instance was
created. If there is no custom password, it chooses one randomly so that the instance is not accessible via a default
password to malicious users.

The random password can be located by choosing Get System Log from the Actions Menu for the instance in the EC2
Management Console.

A message should appear after the system boot messages that looks like the following:

* Admin password changed to: abcdefg

EE R

Tk

It may take 5-10 minutes after the instance boots for this message to appear in the system log. To find out the password
sooner, log in via SSH using the SSH key selected when the instance was created. The same message that will be written
to the system log will be written to the file /etc/motd-passwd. Running the command cat /etc/motd-passwd
will show the password.
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Note: If the output of Get System Log is empty or does not contain the expected output, try Get Instance Screenshot
instead.

2.7.2 How can the random password selected during provisioning be changed?

The password can be changed via the GUI:
* Log in with the username admin and the existing random password
» Navigate to System > User Manager in the menu

¢ Locate the admin account in the list of accounts

&
¢ Click the

¢ Enter a new secure Password in both boxes to confirm the new value

icon on the row for the admin account to edit the account

Click the Save button at the bottom of the screen

2.7.3 How can an instance be accessed?

In order to manage the configuration of the instance, connect to it via HT'TPS or SSH. A limited set of configurations
is possible through the SSH interface, the preferred method for managing most of the configurations or viewing data
on the status of the Netgate® pfSense® Plus instance is through the HTTPS GUL

Connecting via SSH

Connecting via SSH requires knowing the password of the admin account and logging in with that account or using
the SSH key selected when the instance was created. Here is a sample command line to log in with an SSH key from
a Unix or Linux host:

[ssh -i ~/.ssh/my-ec2-key admin@ec2-A-B-C-D.compute-1.amazonaws.com ]

Substitute the actual location of the SSH private key for ~/. ssh/my-ec2-key and the real hostname, which can be
retrieved from the EC2 Management Console by looking at the data for the instance, for example ec2-A-B-C-D.
compute-1.amazonaws.com.

Note: To login with a known password for the admin account, use a command similar to the one above, but omit the
-i ~/.ssh/my-ec2-key.
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Connecting via HTTPS

Connecting via HTTPS requires the password for the instance, either by setting it explicitly in the User Data when the
instance is created or by retrieving it from the instance. Connect to the instance with any web browser by typing in the
hostname of the instance to the URL field and login using the admin account and the password.

2.7.4 How can a VPN client connect to an instance?

See the section in the user guide on Using the remote access /Psec or OpenVPN VPN.

2.7.5 Why does the GUI Dashboard say the WAN address is 10.X.Y.Z?

Amazon AWS instances use DHCP to assign private addresses to the public-facing interfaces of an instance. Ama-
zon applies NAT between the publicly routable IP address clients use to access the instance and the private address
configured on the WAN interface of the instance.

2.7.6 Why do packets not arrive at the firewall even with custom firewall rules in
place to allow the traffic?

Amazon AWS provides packet filtering in addition to the Netgate® pfSense® Plus Appliance itself being a stateful
firewall. If the Netgate Appliance allows traffic but there is a security group configuration in the AWS settings for the
instance that is restricting traffic, then the security group in the EC2 Management Console must also be configured
with rules similar to those on the Netgate Appliance.

Given that the Netgate pfSense® Plus Appliance is a fully functional firewall, it is generally safe to assign an AWS
security group which allows all traffic so that the Netgate Appliance can perform any necessary filtering of inbound
traffic.

2.7.7 How can a VPN client route all of the traffic from an entire home network over
a VPN?

If a client home gateway/router has support for OpenVPN, it can connect using a site-to-site tunnel between the home
network and the Netgate VPN Appliance. The VPN can then route all Internet traffic over the encrypted tunnel. See
the user guide section on Connecting a local Netgate device running pfSense® Plus software.

This may provide for simpler administration at home, but any mobile devices and laptops that get used outside the
home should have an OpenVPN client installed and configured anyway so that they can always receive the benefits of
sending traffic through a VPN.

2.7.8 Backup & Recovery

Backing up and restoring the config directions are available in the backup section of the pfSense documentation.
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2.7.9 Monitoring

The pfSense Plus software offers a wide range of different monitoring and metrics, see the monitoring section of the
pfSense documentation for more information.

2.7.10 Upgrading

Information on upgrading the pfSense Plus software is availble in the upgrading section of the pfSense documentation.

2.7.11 Further troubleshooting

More information about troubleshooting pfSense Plus software can be found in the troubleshooting section of the
pfSense documentation.
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CHAPTER
THREE

VIRTUAL PRIVATE CLOUD (VPC)

3.1 AWS VPC User Guide

The Netgate® pfSense® Plus Firewall/VPN/Router appliance for Amazon EC2 is a stateful firewall and VPN appliance.
In addition to its capabilities as a VPN gateway and firewall for users and offices, it is capable of acting as a firewall to
protect instances providing services in Amazon’s Virtual Private Cloud or VPC service. This service differs from the
classic EC2 service in that it allows for management of instances on private subnets.

This guide will explain how to launch, manage, and use an instance of the appliance to act as a gateway for other
instances in a VPC subnet.

3.1.1 Preparing a VPC

Using a Netgate appliance instance to protect VPC subnets requires the following:

* One internet-facing subnet, to which the Netgate appliance instance will have its primary/WAN interface con-
nected.

* One or more private subnets, to which the Netgate appliance instance will have its secondary/LAN interface (and
possibly additional optional interfaces) connected.

* Separate routing tables for the internet-facing subnet and the private subnet(s).
« If all of these are already in place with an existing VPC, feel free to skip ahead to Launching an Instance.

These instructions demonstrate how to create a single private subnet and set it up behind an instance of the Netgate®
pfSense® Plus Firewall/VPN/Router appliance.

In the Amazon VPC Management Console, create a new VPC, subnets, and routing table(s).
1. Navigate to Your VPCs
* Open the VPC Management Console
¢ Click Your VPCs in the menu on the left side under the Virtual private cloud grouping

¢ Click the Create VPC button
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VPC dashboard X Your VPCs (1) info | c || Actions ¥ ‘m

EC2 Global view [

Q 1 &
Filter by VPC:
Select a VPC v | Name v VPCID v State v IPvd |
¥ Virtual private cloud G . © Available [ ]
Your VPCs
Subnets

Route tables
Internet gateways

Egress-only internet

gateways

DHCP option sets

2. Configure the new VPC

¢ Optionally enter a Name tag
¢ Enter the IPv4 CIDR network to use

If connecting to hosts in the VPC using a VPN from hosts at other sites in an organization’s infrastructure,
be sure to select address space that does not conflict with the private address space used elsewhere by the
organization.

Make sure the block is large enough to contain all subnets to include within it, optionally providing for
future expansion. e.g. To use a /24 for an internet-facing subnet and a /24 for a private network, the
minimum CIDR block must be at least a /23 to hold those two subnets. The maximum size block is a /16.

For the purposes of this example, use 10.2.0.0/16.
* Leave the value of Tenancy set to Default

¢ Click the Create VPC button
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Create VPC i

A VPC is an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances.

VPC settings

Resources to create Info
Create only the VPC resource or the VPC and other networking resources.

© vPConly VPC and more

Name tag - optional

Creates a tag with a key of 'Name' and a value that you specify.

my-vpc-01

IPv4 CIDR block Infe

© IPv4 CIDR manual input

IPAM-allocated IPv4 CIDR block

IPv4 CIDR

10.2.0.0/16

IPv6 CIDR block Info
© No IPv6 CIDR block

IPAM-allocated IPve CIDR block
Amazon-provided IPv6 CIDR block
IPv6 CIDR owned by me

Tenancy Info

Default v

3. Create the public subnet(s)

Navigate to the Subnets view in the menu on the left side of the VPC Management Console
Click the Create Subnet button

Select the newly created VPC from the VPC ID drop-down

Optionally enter a Subnet name

Optionally choose the desired Availability Zone

Enter the subnet to use for the internet-facing hosts in the IPv4 CIDR Block field

This subnet must be a block that is within the address space assigned to the VPC.

This is the subnet to which the WAN interface of the Netgate appliance instance is attached and could
include any other hosts or appliances that should be available directly from the Internet and not protected
behind the Netgate appliance.

For this example, use 10.2.0.0/24.

Click the Create subnet button
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Create subnet ..

VPC

VPCID
Create subnets in this VPC

vpc-Oeacbec820407097f v

Associated VPC CIDRs

IPv4 CIDRs

10.2.0.0/16

Subnet settings

Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of "Name' and a value that you specify.
The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you

US East (Ohio) / us-east-2b v

IPv4 CIDR block Info

Q, 10.2.0.0/24 X

4. Create the private subnet(s).

Navigate to the Subnets view in the menu on the left side of the VPC Management Console
The browser may still be in this view after completing the previous task.

Click the Create Subnet button again

Select the same VPC from the VPC ID drop-down

Optionally enter a Subnet name

Optionally choose the same Availability Zone as the previous subnet

Enter the subnet to use for the private network in the IPv4 CIDR Block field

This subnet must be a block that is within the address space assigned to the VPC. This network must be
distinct from the public subnet.

This is the subnet to which the LAN interface of the Netgate appliance instance is attached and could include
any other hosts or appliances that should protected behind the Netgate appliance.

For this example, use 10.2.1.0/24.

Click the Create subnet button
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Create subnet ..~

VPC
VPCID
Create subnets in this VPC
vpc-Oeac6ecB820407097f v
Associated VPC CIDRs
IPv4 CIDRs
10.2.0.0/16
Subnet settings

Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1of 1
Subnet name

Create a tag with a key of '"Name' and a value that you specify.

The name can be up to 256 characters long.

Availability Zone Infe
Choose the zone in which your subnet will reside, or let Amazon choose one for you

Us East (Ohio) / us-east-2b v

IPv4 CIDR block Info

Q 10.2.1.0/24 X

5. Configure the route table

Both new subnets start out set to use a default route table automatically created for the VPC by AWS. The private
subnet can continue to use that default table.

Create a new route table for the public subnet to override this behavior:
» Navigate to the Route Tables view in the menu on the left side of the VPC Management Console

This view will contain all of the existing route tables, and will at least contain the route table created by
AWS for the VPN.

¢ Click the Create route table button
* Optionally enter a Name for the route table
¢ Select the VPC

¢ Click the Create route table button
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Create route table .«

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN
connection.

Route table settings

Name - optional
Create a tag with a key of "Name' and a value that you specify.

VPC
The VPC to use for this route table.

vpc-Oeac6ecB820407097F v
Tags

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter

your resources or track your AWS costs.

No tags associated with the resource.

‘You can add 50 more tags.

Cancel Create route table

6. Associate the public subnet with the newly created routing table
The public subnet is 10.2.0.0/24 in this example.
* Navigate to the Subnets view on the left hand side of the VPC Management Console.
* Check the checkbox next to the public subnet

* Scroll down to the information displayed for the selected subnet

The Details tab contains the CIDR block, VPC, and Availability Zone among other information.

¢ Click the Route table tab
* Click Edit route table association
* Select the Route table ID corresponding to the route table created for the public subnet

¢ Click the Save button
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Edit route table association ..«

Subnet route table settings

Subnet ID
subnet-0bdd177a867cd0651

Route table ID

rth-02a3fc2c93560f733 v

Routes (1)

Q 1 &
Destination Target
10.2.0.0/16 local

7. Create an Internet Gateway and attach it to the VPC

To send traffic from the public subnet to the Internet, the VPC requires a default route to an Internet Gateway.
To create this gateway:

* Navigate to the Internet gateways view in the menu on the left side of the VPC Management Console
¢ Click the Create Internet Gateway button

* Enter a Name tag for the gateway

¢ Click the Create Internet Gateway button

The view should be filtered to display the new gateway. If it is not, then click the checkbox next to the newly
created gateway entry in the list.

¢ Click Actions
¢ Click Attach to VPC
¢ Select the VPC in the Available VPCs box

¢ Click the Attach internet gateway button
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VPC

Internet gateways Attach to VPC (igw-073c34a5215e61d66)

Attach to VPC (igw-073c34a5215e61d66) .

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Available VPCs
Attach the internet gateway to this VPC.

Q. vpc-OeacBec820407097F X

P AWS Command Line Interface command

Cancel Attach internet gateway

8. Associate the gateway with the public route table

The route table for the public subnet must be updated so that it has a default route to the Internet Gateway.

Navigate to the Route Tables view on the left hand side of the VPC Management Console.
Check the checkbox next to the route table for the public subnet

Scroll down to the details of the route table

Click the Routes tab

The Routes tab for this route table should contain a single route for the CIDR block of the VPC (10.2.0.
0/16 in this example) that has a target of local.

Click Edit routes

Click Add route

Click the Destination text box in the new row
Enter a Destination of 0.0.0.0/0

Click the Target text box in the same row
Click Internet gateway from the list

Select the Internet Gateway created previously

The entry should be formatted similar to igw-XXXXXXXX and will also have the name configured for the
gateway.

Click Save Changes
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Edit routes
Destination Target Status Propagated
10.2.0.0/16 Q local % | @ Active No

Q 0.0.00/0 x Q igw-073c34a5215e61d66 X | @ Active No
Add route

Cancel Preview m

There are a few more VPC configuration changes that will be required later, but the next step is to launch a Netgate
appliance instance.

3.1.2 Launching an Instance in a VPC
In the Amazon EC2 Management Console, launch a new instance of the Netgate® pfSense® Plus software firewall
and VPN appliance.

This process is the same as the one for launching an EC2 (non-VPC) instance, up until the Network Settings in order
to specify the instance should be created in the VPC.

1. Select the region in which the instance will run

¢ Click the current Region name near the upper right corner of the page

 Select a new region if necessary

& & O

US East (N. Virginia)

US West (N. California) us-west-1

n the Us
US West (Oregon)

licated Ho

2. Enter the Launch Instance Wizard
* Click the Launch Instance button to open the Launch Instance menu

This button is in the Launch Instance section which is located under the Resources section of the EC2
dashboard.

¢ Click Launch Instance from the menu
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o New EC2 Experience %

Tell us what you think

Resources

EC2 Dashboard

EC2 Global view [4 H G H '@} ‘

You are using the following Amazon EC2 resources in the US East (Ohio) Region:

EC2 Global View

Events Instances (running) 1 Dedicated Hosts 4]
Tags

Elastic IPs 1 Instances 1
Limits

Key pairs 7 Load balancers o]

¥ Instances

Instances Placement groups (o] Security groups (<]
Instance Types

Snapshots 15 Volumes 1
Launch Templates
Spot Requests

(@ Easily size, configure, and deploy Microsoft SQL Server Always On X

Savings Plans

Reserved Instances Learn more

availability groups on AWS using the AWS Launch Wizard for SQL Server.

Dedicated Hosts

Capacity Reservations

Launch instance

¥ Images
9 To get started, launch an Amazon EC2
AMls instance, which is a virtual server in the cloud.
AMI Catalog

‘ Migrate a server [ ‘

¥ Elastic Block Store

Volumes

Snapshots
Note: Your instances will launch in the U5 East

Lifecycle Manager
(Ohio) Region

3. Give the new instance a Name, such as pfSense

Service health

‘ AWS Health Dashboard [4

Region
US East (Ohio)

Status

() This service is operating normally

Optionally, click Add Additional Tags to create more tags which can be used to identify and locate this instance.

4. Type Netgate pfSense Plus in the search box and press Enter.

© Copyright 2025 Rubicon Communications LLC

48



Security Gateway Manual Amazon AWS

EC2 » Instances » Launch an instance

Launch an instance ..

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by following

the simple steps below.

Name and tags o

Name

pfsense Add additional tags

v Application and OS Images (Amazon Machine Image) info

An AMI is a template that contains the software configuration (operating systemn, application server, and applications) required to
launch your instance. Search or Browse for AMIs if you don't see what you are looking for below

Q, MNetgate pfSense Plus X
Recents My AMIs Quick Start
Amazon macOs Ubuntu Windows Red Hat SUSE Q
Linux
5 Browse more AMIs
aws “I ubuntu® =. Microsoft ‘ RedHat |G Including AMIs from
Mac 51 AWS, Marketplace and
the Community

Amazon Machine Image (AMI)

5. Select AWS Marketplace AMIs if it is not automatically highlighted

6. Click the Select button for the Netgate pfSense Plus Firewall/'VPN/Router listing in the search result that
corresponds to the desired type of instance. This could be either the amd64 AWS product or the arm64/Graviton
AWS product depending on the needs of this deployment.
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Q. Netgate pfsense

x|~ ]

Quickstart AMIs (0)

Commonly used AMIs

My AMIs (66)

Created by me

v Refine results

Netgate pfSense (2 results) showing 1 -2

Categories

Infrastructure Software (2)
Flisense +
¥ Publisher

] Netgate (2)

¥ Pricing model
) upfront
Commitment (2)
[} Usage Based (2)

Operating system
] » All Linux/Unix

Zisense +

¥ Free trial
[ Free Trial (1)

¥ Average rating
bk & up (1)
2,288 & up (1)
*k & up (1)

AWS Marketplace AMis (2)

AWS & trusted third-party AMIs

‘Community AMIs (0)

Published by anyone

1@

Sort By: Relevance v

Netgate pfSense Plus Firewall/VPN/Router

By Netoate [ | ver 23.09

Jok kK79 AWS reviews [F] | 274 external reviews [4

W Free Trial

Starting from $0.01/hr or from $75.00/yr (up to 31% savings) for software + AWS usage fees

#/11-2025 - Pricing Change - While the PAYGO price has increased, the ANNUAL pricing is the same as the previous PAYGO (pre-paid,
annually). For Private Offers on multiple instances, 2 & 3 year options, please reach out to sales@netgate.com// OVERVIEW pfSense Plus
software is the world's leading pr...

By Netgate [} | ver 25.08 w Graviton

Starting from $0.34/hr or from $2,100.00/yr (up to 31% savings) for software + AWS usage fees

//For Private Offers on multiple instances, 2 & 3 year options, please reach out to sales@netgate.com// OVERVIEW pfSense Plus software is
the world's leading price-performance edge firewall, router, and VPN solution. Over three million installations used by homes, businesses,
government agencies, e...

Netgate pfSense Plus Firewall/VPN/Router

Netgate [4
ok Ak

Free Tier | W Free Trial

Overview Product details

Pricing

7. Review pricing and other helpful information, then click Continue.

8 AWS reviews [4] | 133 external reviews [

Usage Support

pfsense Plus software Is the world's leading price-performance edge firewall, router, and VPN solution. Over three million installations used by homes, businesses,
government agencies, educational institutions and service providers.

Typical total price

Price estimates are currently unavailable for this product

See additional pricing information.

Latest version Video

22,05.1 Product Video [

Delivery methods Categories

Amazon Machine Image @ Security

Network Infrastructure
Operating systems

FreeBSD pfSense-Plus-22.01/_12.3-STABLE
FreeBSD pfSense-Plus-21.05.2/_12.2-STABLE

See also:

8. Choose an Instance Type from the drop-down

For guidance on which instance type to choose, see Choosing Instance Type and Sizing.

¥ Instance type info

Instance type

md.large
Family: m4 2 wCPU

v Compare instance types

8 GiB Memory

The AMI vendor recommends using a m4.large instance (or larger) for the best experience with this product.
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9. Configure an SSH Key Pair

The Key Pair section of the form sets the SSH key pair used by an SSH client when it connects to the TNSR
instance for management.

For an existing key pair:
¢ Click Key pair name
 Search for and select an existing key pair entry
To create a new key pair:
¢ Click Create new Key Pair
* Enter a Key pair name, such as TNSR SSH Key
* Select a Key Pair Type and Private Key Format

The chosen type and format must be compatible with whichever local SSH client will be used by TNSR
administrators

Click the Create key pair

* Select a location to save the key pair locally
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Create key pair X

Key pairs allow you to connect to your instance securely.
Enter the name of the key pair below. When prompted, store the private key in a secure
and accessible location on your computer. You will need it later to connect to your

instance. Learn more E

Key pair name

My Key Pair

The name can include upto 255 ASCIl characters. It can't include leading or trailing spaces.

Key pair type

) RSA
RSA encrypted private and public key pair

© ED25519
ED25519 encrypted private and public key pair (Mot supported for Windows instances)

Private key file format

O pem
For use with Open55H

O .ppk

For use with PuTTY

10. Click Edit under Network Settings to allow making changes for the next few steps.

¥ Network settings

11. Configure the Network Settings
¢ Select the VPC
e Select the public Subnet (e.g. 10.2.0.0/24)
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¥ Network settings o

VPC - required Info

vpc-Oeac6ecB20407097f v c
10.2.0.0/16

Subnet info

subnet-Obdd177a867cd0651

VPC: vpc-OeacbecB20407097f  Owner: 779876958945  Availability Zone: us-east-2b v G Create new subnet E
IP addresses available: 2571  CIDR: 10.2.0.0/24)

12. Configure Security Grops

Select a security group to launch the instance with. This controls what traffic AWS will allow to reach the
instance.

If there is an existing security group which includes this access:
¢ Click Select an existing security group
* Select the group(s) to use.
If there is no existing group:
¢ Click Create security group
¢ Optionally, change the Security group name and Description

* Add/Remove/Change individual rules as necessary to allow only the traffic required by the instance.

Firewall (security groups) Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance.

© Create security group

‘ () Select existing security group

Security group name - required

| Netgate pfSense Plus Firewall/VPN/Router-22.05.1-AutogenByAWSMP--1 |

This security group will be added to all network interfaces. The name can't be edited after the security group is created. Max length is 255
characters. Valid characters: a-z, A-Z, 0-9, spaces, and ._-:f(}#,@[]+=&;{}13*

Description - required Info

| This security group was generated by AWS Marketplace and is based on recommended |

Inbound security groups rules

v Security group rule 1 (TCP, 443, 0.0.0.0/0)

Type Info Protocol Info Port range Info

| HTTPS v | TCP 443

Source type Info Source Info Description - optional Info

| Anywhere v | Add CIDR, prefix list or security ¢ e.g. S5H for admin desktop
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By default, the instance suggests a configuration to allow access to the firewall management ports (TCP/80,
TCP/443, TCP/22) but there are several other common things which may need to be passed.

Security group rules may be configured by selecting pre-defined Types or by entering custom values.
The best practice settings for the security group rules should allow at least the following traffic:
e HTTPS (TCP port 443) from 0.0.0.0/0
This is the port that the management GUI listens on.
* SSH (TCP port 22) from 0.0.0.0/0
This port can be used to connect to a command prompt with an ssh client.
¢ Custom UDP, Port 1194 from 0.0.0.0/0
OpenVPN - The OpenVPN server that is configured by default is bound to this port.
¢ Custom UDP, Port 500 from 0.0.0.0/0
IKE for IPsec VPN.
¢ Custom Protocol, ESP (50)
Encapsulated IPsec traffic
¢ Custom UDP, Port 4500 from 0.0.0.0/0

IPsec/NAT-T for IPsec VPN.
v Security group rule 3 (ESP (50), 0, 0.0.0.0/0, IPsec/Encapsulated Payload)
Type Info Protocol Info Port range Info
‘ Custom Protocol v | ‘ ESP (50) | ‘ o] ‘
Source type Info Source Info Description - optional Info
‘ Custom v | ‘ Q. Add CIDR, prefix list or security ¢ ‘ IPsec/Encapsulated Payload ‘

v Security group rule 4 (UDP, 500, 0.0.0.0/0, IPsec/IKE)

Type Info Protocol Info Port range Info

‘ Custom UDP v | UDP ‘ 500 ‘
Source type Info Source Info Description - optional Info

‘ Custom v | ‘ Q. Add CIDR, prefix list or security ¢ | ‘ IPsec/IKE ‘

13. Add the LAN interface
¢ Scroll down to Advanced network configuration
¢ Click Advanced network configuration to expand the section

This section contains a single interface by default, which corresponds to the WAN / public subnet.

© Copyright 2025 Rubicon Communications LLC 54



Security Gateway Manual Amazon AWS

¥ Advanced network configuration

Network interface 1

Device index Info Metwork interface Info Description Info

0 Mew interface v ‘ ‘ ‘
Subnet Info Security groups Info Primary IP Info
subnet-0bdd177a867cd0651 Mew security group ‘ ‘

IP addresses available: 251

Secondary IP Info IPv6 IPs Info IPv4 Prefixes Info

Select v ‘ ‘Select v ‘ Select

The selected instance type does not
support IPv4 prefixes.

IPvE Prefixes Info Delete on termination Info Elastic Fabric Adapter Info

select ‘ select v ‘

EFA is only compatible with certain instance

The selected instance type does not types.

support |Pv6 prefixes.

Network card index Info

Select

The selected instance type does not
support multiple network cards.

Add network interface

* Click Add network interface
* Select the private subnet that was created (e.g. 10.2.1.0/24)
* Enter an IP address from the private subnet in the Primary IP field

Keep in mind that the first 3 or 4 IP addresses are reserved. For this example, use 10.2.1.5.
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Network interface 2

Remove

Device index Info Metwork interface Info Description Infe
‘ New interface v ‘ | ‘
Subnet Info Security groups Info Primary IP Info
subnet-04d2f959a09527cd6 ¥ ‘ New security group | 10.2.1.5 ‘
IP addresses available: 251
Secondary IP Info IPv& IPs Info IPv4 Prefixes Infe
‘ Select v ‘ ‘ Select v ‘
The selected instance type does not
support IPv4 prefixes.
IPv6E Prefixes Info Delete on termination Info Elastic Fabric Adapter Info
Select ‘ Select v ‘

The selected instance type does not
support IPvé prefixes,

Metwork card index Info
Select

The selected instance type does not
support multiple network cards.

14. Configure storage

EFA is only compatible with certain instance

types.

If this instance will require more than the default 8 GiB disk, increase the value in the Configure Storage section

¥ Configure storage info

| Add new volume ‘

0 x File systems

15. Configure Advanced details

Advanced

8 = ‘ GIB ‘ gp2 ¥ | Rootvolume (Notencrypted)

Edit

There are a couple optional parameters which can influence how the instance will start the first time.

* Click to expand the Advanced Details section
» Set parameters as text in the User Data field.
The available options are:

password

Setting a value via a directive like password=abcdefg will set the password for the admin-
istrative account to the specified value — abcdefg in this example. If no value is set here, a
random password will be assigned in order to keep administrative access from being exposed to

the internet with a default password.
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Note: A password configured using this method cannot contain the characters : or =, which are
reserved for use as delimiters by the script which handles importing these values.

mgmtnet
Setting a value via a directive like mgmtnet=10.0. 1.0/24 will restrict management access (http,
https, ssh) to the specified network — 10.0.1.0/24 in this example. This will cause the firewall
rule on the instance (not on Amazons access lists, but on the Netgate appliance’s own firewall) to
restrict management traffic for the instance to the specified source network. The default behavior
is to allow management from any host.

These directives can be set by placing them on a single line in the User Data field and separating them with
colons. Specify both parameters, by typing a statement similar to:

[password:abcdefg :mgmtnet=10.0.1.0/24

Note: If setting a password using the password parameter listed above, the password is retrieved by the instance
via an unencrypted HTTP request when the system is configured the first time it boots. The request is made to
an Amazon Web Services-operated server on the local LAN that stores metadata about each instance running.
The data for an instance is only made available to that instance, but is available to be queried from the instance
without providing any authentication credentials.

It is advised to change the admin password via the pfSense® Plus GUI after the instance comes up, or choose not
to set the password at all and let a random password be set.

User data Info

password=abcdefg:mgmtnet=10.0.1 .0!24|

|| User data has already been base64 encoded

16. Verify the settings selected in earlier steps and review any errors or recommendations displayed by AWS
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17. Click Launch instance in the Summary box on the right side

¥ Summary

Number of instances Info

1

i3

Software Image (AMI)

Netgate pfSense Plus Firewall/...read more
ami-0&eebc4e0d3902cca

Virtual server type (instance type)

m4d.large

Firewall (security group)

Mew security group

Storage (volumes)

1 volume(s) - & GIiB

18. Allocate an Elastic IP address
To reach the instance from the Internet, associate an Elastic IP with the WAN interface of the instance.

For each interface that needs a public Elastic IP Address, allocate one by following the in-
structions at https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/elastic-ip-addresses-eip.html#
using-instance-addressing-eips-allocating

Before associating an Elastic IP Address to a Network Interface, make a note of the ID of the Network Interface
to use. To find the Network Interface ID:

» Navigate to https://console.aws.amazon.com/ec2/

* Click Instances

* Click the checkbox next to the pfSense Plus instance to select it

* Look at the bottom of the page, under the Networking tab to see Network Interfaces
¢ Click on the interface names to display information about the Network Interface

Determine which interface is which by their private IP address, which will match either the public (WAN)
or private (LAN) subnet.

¢ Write down the Interface ID for the WAN interface

After allocating the Elastic I[P Address and finding the Network Interface ID for WAN, associate the Elastic IP
Address to the Network Interfaces by following the instructions at https://docs.aws.amazon.com/AWSEC2/latest/
UserGuide/using-eni.html#associate_eip

19. Disable Source/Destination address checking
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To allow the firewall to route traffic from the private subnet through the public interface of the instance, the

Source/Dest Address Check on the private interfaces needs to be disabled:

Navigate to https://console.aws.amazon.com/ec2/

Click Instances

Click the checkbox next to the pfSense Plus instance to select it

Look at the bottom of the page, under the Networking tab to see Network Interfaces

Click on the LAN interface name to filter the view to only that interface

Click the checkbox to the left of the interface

Click Actions at the top of the page

Select Change Source/Desk Check from the popup menu

Uncheck Enable
Click Save

Network interfaces (1/1) info

Q, search

Actions & | Create network interface

| Clear filters |

Name v Network interface 1D v

Subnet ID v

- eni-022e70a3123dcd123

subnet-04d2f959a09527cd6 [4

Network interface: eni-022e70a3123dcd123

Details Flow logs Tags

1 &
Detach
Delete

Availability i
Manage IP addresses e

us-east-2b

Associate address
Disassociate address

Change termination behavior

Change security groups

Change source/dest. check

Manage tags
Manage prefixes
Change description
Create flow log

Manage ENA Express

Non-local traffic from the private subnet should now be sent through the private/LAN interface on the Netgate
appliance instance.

3.1.3 Managing a VPC Instance

Once the instance is launched, connect to it via the Elastic IP address attached to the primary interface during the
provisioning phase.

In order to manage the configuration of the instance, connect to it via HT'TPS or SSH. A limited set of configurations
is possible through the SSH interface, the preferred method for managing most of the configurations or viewing data

on the status of the Netgate® pfSense® Plus instance is through the HTTPS GUL
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Connecting via SSH

To connect via SSH, use the key pair chosen while creating the instance to connect to the admin account. From the
command line on a Unix/Linux host, use a command similar to:

[ssh -i my_ec2_key admin@213.0.113.54 J

Where the appropriate private key file and public IP address or hostname are substituted.

Note: The first time logging into the instance, the SSH key for the instance will not be cached locally, type yes when
asked whether to continue connecting. This should not be necessary on subsequent sessions.

Once logged in, the client will display the console menu similar to the following:

= @ jimp — ssh — 84x26

*E Welcome to

AN

= Plus tools

t PHP—FPM

Enter an option:

[£2 .85-FF1 FASE) [Toot“pfSense .hose .arpa] /root,

Connecting via HTTPS

To connect via HTTPS, enter an https:// URL containing the public IP address or hostname of the instance into a
web browser. For example, https://23.20.204.54.

There will likely be a browser warning indicating that the security certificate of the site is not trusted, because the
instance uses a self-signed certificate for HTTPS communication. Click on the option to proceed to the site anyway
and a login screen with the Netgate logo should appear.

The username to log in with is admin. The password to use is either a value set in the User Data during the creation
of the instance or a random password.
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Tip: The best practice is to explicitly set a password by passing a value in with the User Data field so the password
will be known in advance, and then to change it after logging in the first time.

If a specific password was not set, The value of the random password can be found through one of two different means:

1. The first method is to log in over SSH with the key pair selected when the instance was created and examine the
contents of the file located at /etc/motd-passwd. Do this by selecting option 8) Shell in the console menu
that is presented when connecting via SSH, then run this command in the shell:

[cat /etc/motd-passwd ]

2. Alternatively, view the System Log for the instance in the EC2 Management Console. After the messages that
are displayed that show the status of the boot process, a message should appear that indicates the value of the
administrative password.

Note: The System Log output in the EC2 Management Console is not updated in real time and may take a few
minutes to show up. It is preferable to explicitly set a password by passing a value in with the User Data field
so the password will be known in advance. To allow a random password to be set, connect via SSH and find the
value of the password after the instance is up without any delay.

The message, using either of the methods mentioned, will look like this

* Admin password changed to: abcdefg

In this example, the password was changed to abcdefg.

Once the password has been determined and entered into the login form, the pfSense® Plus GUI should be available.

3.1.4 Forwarding traffic from VPC subnets through the instance

Some additional configuration is required within the VPC instance pfSense® Plus GUI before the instance can manage
traffic from the private subnet.

1. Log into the pfSense® Plus GUI for the instance.
2. Click on the Interfaces heading on the left and then click the Assign link

3. Click on the + icon to add a new Interface under the Interface assignments tab. A LAN interface should
automatically be added with the next available network interface (xn1)

4. Click on the Interfaces heading on the left again and then click on LAN. Click the checkbox to enable the LAN
interface. Set the IPv4 Configuration Type to Static IPv4 and enter the IP address assigned to the second
interface during the provisioning phase. Click the Save button.

Now is it possible to create instances attached to the private subnet and protect them with the firewall on the pfSense®
Plus instance.
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Common ways to manage private hosts

Allowing private hosts to connect to the Internet

To allow private hosts to be able to connect to the Internet, one method is to allow any traffic from the LAN in the
firewall rules. There should be a rule like this in place by default.

Next, set up NAT rules so the firewall will apply NAT to addresses in the private subnet using the IP address of the
WAN interface:

1. Navigate to Firewall > NAT, Outbound tab
Select the radio button for Hybrid Outbound NAT
Click the Save button

Navigate to Firewall > Aliases

A

Add the private subnet to the Networks_to_NAT alias.

Note: There is an existing NAT rule configured by default that uses the alias Networks_to_NAT.

Allow private hosts to connect to each other

If hosts should only contact each other and a private network segment elsewhere, configure an IPsec or OpenVPN
tunnel from the remote networks to the Netgate® pfSense® Plus appliance instance and set up the appropriate firewall
rules, routes, and security policies to allow access to the private subnet through a VPN tunnel.

Allow direct inbound access from the internet to hosts

To enable direct inbound access from the internet to hosts on the private subnet, set up port forwarding on the WAN
interface to direct traffic to particular hosts in the private subnet.

3.1.5 Establishing a VPN connection to a VPC in another region

To establish a VPN that allows instances on the VPC subnet(s) that sit behind a Netgate® appliance to communicate
with instances that reside in a VPC in another region, the Netgate appliance has a VPC configuration wizard that assists
by configuring both the Netgate appliance as well as the VPC configuration elements that would normally have to be
set manually through the AWS Management Console.

For detailed instructions, see the AWS VPC User Guide.

3.1.6 Upgrading a VPC Instance

Periodically, new releases of the Netgate® pfSense® Plus AMI are issued that may provide new functionality, bug fixes,
and security updates. In most cases it is recommended to update via the pfSense® Plus GUL

Tip: Consult the Upgrade Guide before proceeding with any upgrade.
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Warning: pfSense Plus software can no longer run on AWS “.nano” size instances as they lack sufficient RAM to
upgrade properly. Attempting to upgrade a “.nano” instance will fail before the upgrade is performed. Migrate the
instance to a “.micro” or larger size before attempting to upgrade, or redeploy instead.

Before upgrading, back up the configuration of the existing instance by navigating to Diagnostics > Backup/Restore
in the GUL Click the Download configuration button under the Backup Configuration heading and save the config
file to a local system.

Next, navigate to System > Update to perform the update.

Note: If issues arise with the upgrade process, or there is a need to bring up a new instance alongside the existing
one to execute a cutover, follow the instructions below. These instructions detail the procedure for moving an existing
instance to one running the latest version.

1. Save a backup configuration, as mentioned above, and write down the NDI located on the pfSense® Plus dash-
board, of the current pfSense® Plus AMI.

2. Bring up a new instance of the pfSense® Plus AMI running the latest version.

3. When creating the instance, make sure the interfaces match the interfaces on the existing instance. Make sure
that the new instance is in the same VPC as the existing instance and that it has the same number of interfaces
attached and that the interfaces are connected to the same Subnets.

4. Make sure any interfaces on the new instance that will communicate with private Subnets have the
Source/Destination check disabled.

5. Allocate a new Elastic IP and associate it to the WAN interface of the new instance to allow management access.

6. Restore the backed up configuration file to the new instance. Navigate to Diagnostics > Backup/Restore in the
GUI. Under the Restore Configuration heading, click the Choose File button and browse for the configuration
file backed up from the existing instance earlier. Once that file is selected, click the Restore configuration
button. The configuration file will be uploaded and the instance will reboot automatically.

7. If the old instance had packages installed, navigate to Packages under the System menu in the pfSense® Plus
GUI and install the same packages.

8. If there was any external dependency on the public IP address of the existing instance, remove the Elastic IP
Address from the upgraded instance and move the Elastic IP Address from the existing instance to the upgraded
instance. External dependencies that might necessitate this include things like VPNs configured on external
devices that rely on the existing instance Elastic IP address, or access lists on external devices that allow access
to traffic from the existing instance’s IP address. There may be other reasons to keep the existing address as well
(to preserve existing bookmarks to the GUI, reduce the need for updates to existing internal documentation, etc).
The process for moving the old Elastic IP address to the new instance is as follows:

* Disassociate the Elastic IP address from the new instance. In the EC2 Management Console, click on
Elastic IPs under the Network & Security heading. Check the box next to the Elastic IP address assigned
to the new instance and click on the Disassociate Address button.

* Disassociate the Elastic IP address from the old instance. The procedure is the same as in the previous step,
repeated for the Elastic IP address of the old instance this time.

* Associate the Elastic IP address that was previously associated to the old instance to public interface of the
new instance. In the EC2 Management Console, click on Elastic IPs. Check the box next to the Elastic IP
address being moved and click the Associate Address button. Fill in the correct value for the Instance or
Network Interface and select the Private IP Address of the public interface on the new instance. Click the
Associate button. The management interface of the new instance should now be accessible.
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9. Move any default routes that pointed to an interface on the old instance to point to the equivalent interface on
the new instance. In the VPC Management Console, click on Route Tables under the Virtual Private Cloud
heading. Check the box next to a Route Table associated with the VPC that the instances is located in.

In the detail pane that appears at the bottom of the screen, click on the Routes tab.

If aroute exists for 0.0.0.0/0 with a Target that is an interface ID of an interface on the old instance, click
the Edit button above the table displaying the routes.

Click the red X next to the row for 0.0.0.0/0 to remove the existing route.

There should be a blank row with empty fields for a new route. Enter 8.0.0.0/0 in the Destination field
and the Network Interface ID of the interface on the new instance in the Target field. Click on the Save
button.

If there were multiple private subnets in the VPC which were pointed to interfaces on the pfSense® Plus
instance, repeat this process for the other Route Tables associated with the VPC.

The new instance should now be functioning as the old one did.
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4.1 Regional Market Availability

The tables below represent the current availability by regional market. If the desired regional market is not listed, refer
to the AWS Regions availability or submit a support ticket directly to AWS.

Table 1: AWS Available Regions

Market Availability
us-east-1 N. Virginia Available
us-east-2 Ohio Available
us-west-1 N. California Available
us-west-2 Oregon Available
ca-central-1 Quebec Available
eu-central-1 Frankfurt Available
eu-west-1 Ireland Available
eu-west-2 London Available
eu-west-3 Paris Available
eu-north-1 Stockholm Available
eu-south-1 Milan Available
ap-east-1 Hong Kong Available
ap-southeast-1 Singapore Available
ap-southeast-2 Sydney Available
ap-northeast-2 Seoul Available
ap-northeast-1 Tokyo Available
ap-northeast-3 Osaka Available
ap-south-1 Mumbai Available
sa-east-1 Sdo Paulo Available
af-south-1 Cape Town Available

us-gov-east-1 GovCloud East ~ Available
us-gov-west-1 GovCloud West  Available

65


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html

Security Gateway Manual Amazon AWS

4.2 Support Resources

4.2.1 Commercial Support

In order to keep prices low, the software is not bundled with a support subscription.

Netgate TAC support options:

TAC Pro TAC Enterprise

TAC Support Hours 24/7 24/7
Target Initial Response SLA 24 Hour 4 Hour
Email / Support Portal Yes Yes
Telephone Support No Yes

For more information and purchasing, see: https://www.netgate.com/support.

4.2.2 Community Support

Community support is available through the Netgate Forum.

4.3 Additional Resources

4.3.1 Netgate Training

Netgate training offers training courses for increasing your knowledge of pfSense® Plus products and services. Whether
you need to maintain or improve the security skills of your staff or offer highly specialized support and improve your
customer satisfaction; Netgate training has got you covered.

https://www.netgate.com/training

4.3.2 Resource Library
To learn more about how to use Netgate appliances and for other helpful resources, make sure to browse the Netgate
Resource Library.

https://www.netgate.com/resources

4.3.3 Professional Services

Support does not cover more complex tasks such as CARP configuration for redundancy on multiple firewalls or circuits,
network design, and conversion from other firewalls to pfSense® Plus software. These items are offered as professional
services and can be purchased and scheduled accordingly.

https://www.netgate.com/our-services/professional-services.html
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4.3.4 Community Options

Customers who elected not to get a paid support plan, can find help from the active and knowledgeable pfSense software
community on the Netgate forum.

https://forum.netgate.com/
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